Abstract
I. INTRODUCTION
Today's era is of smart communication devices. Now a day's people are migrating from conventional phones to smart phones, which are high speed data processing. Bring Your Own Device (BYOD) is a very new concept. This concept now a day got overwhelming responses in multinational organization for data sharing among employees and others. This facilitates employees to use their communication devices for accessing company resources and use them. Employees want to work with their own tools, and devices with the rise of flexible work hours. So the organizations will have to concede to the employee's demands. The organizations will have to make a strategy to control the mobile devices which are used by their employees, hence many organizational practices needs to be addressed [6, 7, 8] fig.1 shows statistics of the type of devices used by employees in an organization. Leif -olof wallin from gartner is a world leading IT research and development mentions four important parameters should be considered by organization before they moves to BYOD.
i. Social-Happier employees ii.
Business-effective process management iii.
Financial -lower cost of devices for organization iv.
Risk management-managing the risk of organization.
II. BENEFITS
Now a days users of mobile and latest gadgets increases by leaps and bounds. The companies are having pressure to allow BYOD on their existing network to facilitate their employees and clients with their services and allow them to access their existing resources. There are many benefits of BYOD are mentioned below [R3]
1. Increased satisfaction of employees : Employees are more happier when they use the devices they love, rather than company issued devices. 2. Upto date devices: Upgrading devices for companies can be challenging and costly while the users will be having upto date devices which can be cheaply integrated and used. 3. Save money: Organizations can transfer the device cost to employees, thus saving a lot of money on purchasing and maintenance of the devices. 4. Productivity enhancement: Employees are more comfortable with their own devices hence they can respond faster to the request. 5. Less IT man power: Employees are responsible for maintenance of devices hence IT department can focus on other important jobs.
6. After Hours engagement: Since devices are being carried by employees, they can work from home even after office hours.
There so many others benefits of deployment of such system in organization. When system is open for employees to interact with their own devices leads to several security threats for overall organization. There are many security issues arises in the system. So, overall controls become decentralized.
III. SECURITY CHALLENGES
The portability of BYOD is a great challenge as the devices can be lost as well as stolen. In this, heterogeneous working environment communication devices make it more challenging to integrate due to various security issues. The device security is not that significant as the device belongs to the user rather than the organization. Privacy of employee is a challenge as the device contains individual credentials and data.
The biggest BYOD deployment concerns for any organization are i.
Information security ii.
Device security iii.
Device support iv.
Lack of standards v.
Loss of device vi.
Ownership of device vii.
Malicious attacks on mobile devices viii.
Ability to create enterprise applications. ix.
End user experience.
Many mobile devices are always on, so they are vulnerable to security attacks via different communication channels. Some human factors also come into picture. Employee can store and share confidential data with third party or competitors. If these vital information disclosed or hacked may cause significant financial and other losses to the organizations. Sometimes this may be havoc for any organization.
IV. BYOD POSSIBLE ATTACKS
Here we have mentioned few potential attacks of BYOD environment [9] . 
VI. CONCLUSION
There are various surveys and articles which address the security challenges of BYOD. This comprehensive survey will definetly help new reserchers to explore this area, it also gives clear presentation of all the current challenges faced by various organizations while deploying BYOD.
In this survey we tried to cover the recent security threats and some existing solutions for BYOD environment.
